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Abstract

A hardware/firmware co-design solution in an §-bits microcontroller has been proposed to practically fix the system-
level electrostatic discharge (ESD) issue on the keyboard products. By including the especial ESD sensors and an
additional ESD flag into the chip, the fast electrical transient due to the system-level ESD zapping on the keyboard can
be detected. The firmware stored in the ROM of the 8-bits microcontroller is designed to automatically check the ESD
flag to monitor the abnormal conditions in system operations. If the keyboard is upset or locked up by a system-level
ESD transient, the microcontroller can be quickly recovered to a known and stable state. The 8-bits microcontroller
with such a hardware/firmware co-design solution has been fabricated in a 0.45-um CMOS process. The system-level
ESD susceptibility of the keyboard with this 8-bits microcontroller has been improved from the original 2 kV (+4 kV)
to become greater than +8 kV (£15 kV) in the contact-discharge (air-discharge) ESD zapping. © 2001 Elsevier Science

Ltd. All rights reserved.

1. Introduction

An 8-bits microcontroller, compatible to the Intel
8051 [1], has been used as the main microcontroller in
the keyboard products for general personal computer
(PC) applications. Such a keyboard microcontroller IC
has to face the component-level [2-5] and system-level
[6-10] electrostatic discharge (ESD) issues.

In the component phase, the mircocontroller IC
without any power supply bias is sensitive to ESD stress.
Therefore, the on-chip ESD protection circuits must be
designed and placed around the pads of ICs to clamp
ESD voltages without causing permanent damage in the
ICs. The typical component-level ESD specifications for
commercial IC products are £2-kV in the human-body-
model (HBM) [3], £200-V in the machine-model (MM)
[4], and £1-kV in the charged-device-model (CDM) [5]
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ESD tests. The design of on-chip ESD protection cir-
cuits in a microcontroller IC to sustain the HBM
(CDM) ESD stresses of greater than +5 kV (£1.5kV) is
described in Section 2.

Besides the component-level ESD issue, the keyboard
including the 8-bits microcontroller has to be tested in
the system-level ESD events to verify the system-level
electromagnetic compatibility (EMC) susceptibility [6—
10]. In the test standard of IEC 801-2 [10], two test
methods have been specified to discharge the ESD en-
ergy, which are called as the air-discharge method and
the contact-discharge method. The keyboard in PC ap-
plications is required to sustain both the £4-kV contact-
discharge ESD zap and the +8-kV air-discharge ESD
zap without any keyboard upset or operating errors.
Even if the 8-bits microcontroller can sustain a compo-
nent-level HBM ESD stress of greater than +5 kV, the
upset and operating errors in the keyboard still hap-
pened in the system-level ESD zapping with only a +2-
kV ESD voltage in the contact-discharge testing method.

In this paper [19], a hardware/firmware co-design
solution in an 8-bits microcontroller is proposed to fix
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the system-level ESD issue on the keyboard products
without adding extra discrete components to absorb or
bypass the electrical transient on the system boards.

2. Component-level ESD protection

To avoid the microcontroller IC damaged by ESD
energy in the component phase, the on-chip ESD pro-
tection circuits are included into the chip of the micro-
controller IC. To protect this 8-bits microcontroller with
a shrunk die size fabricated in a 0.45-um CMOS tech-
nology, the whole-chip ESD protection design [11,12]
with multiple area-efficient Vpp-to-Vss ESD clamp cir-
cuits [13,14] is used to protect this microcontroller IC.

The input, output, and bi-directional I/O cells in the
8-bits microcontroller are drawn in Fig. 1. In the input
cell, a poly resistor (Rpoly) of ~200 Q is connected be-
tween the pad and the internal circuits to avoid direct
overstress on the gate oxide of internal circuits. To im-
prove ESD robustness of the I/O cells and to achieve
whole-chip ESD protection, Vpp-to-Vss ESD clamp

(a)

circuits must be added in the chip [12]. Therefore, an
area-efficient Vpp-to-Vss ESD clamp circuit [13,14] is
added into every power pad of this 8-bits microcon-
troller. The Vpp and Vs cells with area-efficient Vpp-
to-Vss ESD clamp circuits are shown in Fig. 2, where a
RC-based ESD-detection circuit is used to turn on a
substrate-triggered field-oxide device (STFOD) [14]. The
device structure of the STFOD in a p-substrate CMOS
process is drawn in Fig. 3. The layouts of Vpp and Vsg
power cells in the 8-bits microcontroller are shown in
Fig. 4. By using such a whole-chip ESD protection de-
sign, this 8-bits microcontroller fabricated in a 0.45-pm
CMOS process can sustain a component-level HBM
ESD robustness of greater than +5 kV.

Due to the thinner gate-oxide thickness in deep-
submicron CMOS processes, the input stages of CMOS
ICs are more sensitive to CDM ESD damages [5,15,16].
The schematic diagram to show negative CDM elec-
trostatic charges stored in a p-substrate CMOS IC and
discharged through an input pin is illustrated in Fig. 5,
where the CDM ESD current discharging path is indi-
cated by a dashed line. When the input pin of a charged

(b)
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Fig. 1. The schematic circuit diagrams of the (a) input, (b) output, and (c) bi-directional I/O cells in the 8-bits microcontroller.
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Fig. 2. The schematic circuit diagrams of (a) Vpp cell, and (b) Vss cell, with area-efficient Vpp-to-Vss ESD clamp circuits.

(b)

ESD-Transient
Detection Circuit

Mp3
(100/1.2)

$<
L
©

Vx

h

Mn3
(38/8) (2011.2)

STFOD

VSS
Pad

VSS VDD Vs
| Field
omde\ |
[P+ ] N+ | T P+
P : T
' ' 7 '\
! i T — AN
I PR S
! i Itig -
wwart -
e
"""" My -oovee? P-Substrate
Rsub

Fig. 3. The device structure of the STFOD realized in a p-substrate CMOS process [13,14].
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Fig. 4. Layout examples of (a) Vpp, and (b) Vs, cells in the 8-bits microcontroller with area-efficient Vpp-to-Vss ESD clamp circuits.
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Fig. 5. Schematic diagram to show the negative CDM ESD charges stored in a CMOS IC with a p-type substrate.

IC touches ground, the electrostatic charges in the
charged IC are conducted from the IC body to the ex-
ternal ground and therefore generate the discharging
current.

The input ESD protection circuit located around the
input pad can effectively clamp HBM ESD voltage
across the gate oxide of internal input stages, but such
an input ESD protection circuit cannot protect the gate
oxide of input stages in CDM ESD events, even if there
is a series resistance connected between the input pad
and the internal input stages [16]. To protect such a
CDM ESD stress across the gate oxide of input stage,
the additional ESD clamp devices are added into the
internal input stage, as shown in Fig. 6. The additional
Mnlb and Mpla devices are used to locally clamp ESD
voltage across the gate oxide of the input stage. The Vg
(Vpp) power line connected to Mnlb (Mpla) must be
the same Vss (Vpp) power line that is connected to Mn5
(MpH) of the internal input stage. The Mnlb and Mpla
are drawn as close as possible to the gate oxide of Mn5

= . /’ Mn1b

Clamp
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and Mp5 in cell layout of the internal input stage. The
typical cell layout of such an input stage with CDM
ESD protection is shown in Fig. 7, where the drains of
Mnl1b and Mpla have a suitable layout spacing from the
drain contact to their poly gates to avoid damage in
HBM ESD stresses.

By using such a CDM protection design, the 8-bits
microcontroller can sustain the CDM ESD stress greater
than £1.5 kV in the socketed CDM tester.

3. Electrical transient during system-level ESD test

With a high component-level ESD robustness
(HBM > 5 kV, CDM > 1.5 kV), the 8-bits microcon-
troller was not yet returned by the field customers in
keyboard assembly due to ESD damage. Even if the
8-bits microcontroller can sustain the component-level
HBM (CDM) ESD stress of greater than +5 kV (£1.5
kV), the upset or operating errors in keyboard have been

_Internal

VSS_lInternal

Fig. 6. ESD protection design for the input pin to clamp CDM ESD stress across the gate oxide of input stage.
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CDM ESD Clamp Circuit A

Input Stage

Fig. 7. The layout example of an input stage with CDM ESD clamp devices (Mnlb and Mpla).

found in the system-level ESD stress with a only +£2-kV
ESD voltage in the contact-discharge testing method
[10].

To meet this system-level ESD specification, some
discrete components (such as the magnetic core, ferrite
beads, and RC low-pass circuits) are added into the
keyboard circuit board to absorb or bypass the electrical
transient due to system-level ESD test, which are shown
in Fig. 8. Because the microcontroller fabricated in the
scaled-down CMOS process with a much smaller die size
is more sensitive to electrical transient, more or larger
magnetic cores and ferrite beads are used on the key-
board circuit board to restrain the electrical transient
generating from the system-level ESD test. But, such
additional discrete components substantially increase
the total cost of a keyboard. Therefore, a microcon-
troller with robust system-level ESD susceptibility, but
without adding expensive additional discrete compo-
nents on the circuit board, is strongly requested by the
keyboard manufactories.

To investigate the electrical transient on the micro-
controller during the system-level ESD test on the key-
board, the voltage waveforms on both the Vpp and Vsg
pins of the microcontroller IC in keyboard are simul-

Keyboard Cable

Connect
to PC

Shielding Magnetic
Ground Core

taneously monitored by an HP oscilloscope with a
sampling rate of 2 Gs/s. The ESD simulator used to
generate the system-level ESD pulse in this experimental
setup is the MiniZap ESD gun produced by the Keytek
Instrument Corp. To test the system-level ESD suscep-
tibility of keyboard, the keyboard is connected to an
IBM PC to verify whether the keyboard has any oper-
ating error or upset. Two test points have to be hit by
the ESD gun to investigate the EMC/ESD susceptibility
of a keyboard in the PC system [10]. One is the table
with a metal plane where the keyboard and PC is on, as
shown in Fig. 9. The other point is the backside of the
PC case, as shown in Fig. 10, where the keyboard cable
is connected.

The measured voltage transition on the Vpp and Vsg
pins of the microcontroller in keyboard is shown in Figs.
11-14. In Fig. 11 (Fig. 12), it shows the measured Vpp
and Vs voltage waveforms, when the ESD gun with an
ESD voltage of positive 1000 V (negative 3000 V) hits
the table by the contact-discharge test method. In Fig.
13 (Fig. 14), it shows the measured Vpp and Vss voltage
waveforms, when the ESD gun with an ESD voltage of
positive 500 V (negative 2000 V) hits the backside of the
PC case by the contact-discharge test method.

T

to Keyboard Mesh
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Fig. 8. The traditional solution to overcome the system-level ESD issue in the keyboard by adding extra discrete components to absorb

or bypass the electrical transient.
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Fig. 9. The ESD gun hits the table to test the system-level ESD
susceptibility of a keyboard in the PC system.

Fig. 10. The ESD gun hits the backside of the PC case to test
the system-level ESD susceptibility of a keyboard in the PC
system.

Eie Contol Setup Measure Lltiities Help

Fig. 11. The measured Vpp and Vss voltage waveforms on the
microcontroller in a keyboard when the ESD gun with a posi-
tive 1000-V ESD voltage hits the table.

The corresponding Vpp-to-Vss voltage waveforms
during such system-level ESD tests are shown in Figs.
15-18. In Fig. 15 (Fig. 16), it shows the voltage differ-

Fig. 12. The measured Vpp and Vsg voltage waveforms on the
microcontroller in a keyboard when the ESD gun with a neg-
ative 3000-V ESD voltage hits the table.

Ede Control Setup Measure Lltiities Help
ng...

o

Fig. 13. The measured Vpp and Vs voltage waveforms on the
microcontroller in a keyboard when the ESD gun with a posi-
tive 500-V ESD voltage hits the backside of the PC case.

ence between the Vpp and Vss power pins of the micro-
controller in the keyboard, when the ESD gun with an
ESD voltage of positive or negative 1000 V (3000 V) hits
the table. In Fig. 17 (Fig. 18), it shows the voltage dif-
ference between the Vpp and Vss power pins of the
microcontroller in the keyboard, when the ESD gun
with an ESD voltage of positive or negative 500 V (2000
V) hits the backside of the PC case. The dependence of
the maximum positive and negative voltage peaks in the
corresponding Vpp-to-Vss voltage waveforms on the
ESD zap voltage during the system-level ESD zapping
on the table or the backside of a PC case by the contact-
discharge test method is shown in Fig. 19(a) and (b). The
larger ESD zap voltage leads to a higher voltage peak on
the Vpp-to-Vss voltage waveforms.
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Fig. 14. The measured Vpp and Vss voltage waveforms on the
microcontroller in a keyboard when the ESD gun with a neg-
ative 2000-V ESD voltage hits the backside of the PC case.

When such a high-voltage-level fast transient occurs
on the Vpp and Vss power pins, the logic states stored
in the counters, registers, memory, or flip flops in the
microcontroller are totally destroyed by the fast system-
level electrical transient. Therefore, the program instruc-
tions in keyboard may lock-up in an infinite loop from
which it cannot escape, even if the watchdog timer has
been included in the chip. This causes the keyboard to be
upset or frozen after the system-level ESD zapping. Such
a frozen keyboard can be recovered if the hardware reset
is manually restarted again. But such a manual restart is
not acceptable for the keyboard products certified by the
CE mark.

To bypass such a fast electrical transient, the on-chip
decoupling capacitor realized by an NMOS device was
added between the Vpp and Vss power lines of the 8-bits
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mircocontroller [17]. The circuit and layout of this de-
coupling NMOS capacitor are shown in Fig. 20(a) and
(b). Four decoupling NMOS capacitors are placed at the
four corners of the chip layout of the 8-bits microcon-
troller IC, where each decoupling NMOS capacitor has
a device dimension (W /L) of 2100 pm/8 pum. However,
this 8-bits microcontroller with on-chip decoupling ca-
pacitors in the keyboard is still upset by the system-level
ESD zapping with a contact-discharge ESD voltage of 2
~ 3 kV. Therefore, the discrete components shown in
Fig. 8 and more complex redesign on the board layout
have to be added into the keyboard circuit board to
absorb or bypass the electrical transient. If the keyboard
is required to sustain a much higher system-level ESD
zapping, more expensive discrete components must be
used but the keyboard may still upset in some ESD
testing conditions.

4. Hardware design with on-chip ESD sensors

To avoid the keyboard upset or frozen by the system-
level ESD zapping, the microcontroller should have an
auto-detection function to detect such a system-level
electrical transient. If the fast system-level electrical
transient is detected in the IC, the microcontroller can
automatically reset itself and restore gracefully to a
known and stable state. To do this, the firmware must be
regularly checking for abnormal conditions. The most
effective method to help firmware check is to use an
external hardware timer, such as the retriggerable mono-
stable multivibrator [6]. But, it significantly increases the
total cost of the keyboard products. Therefore, an ef-
fective on-chip ESD sensor is proposed in this work to
detect the system-level electrical transient [20].
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Fig. 15. The corresponding Vpp-to-Vss voltage waveforms on the microcontroller in the keyboard during the system-level ESD test,
when the ESD gun with a (a) 1000 V, and (b) —-1000 V, ESD voltage hits the table.
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Fig. 16. The corresponding Vpp-to-Vss voltage waveforms on the microcontroller in the keyboard during the system-level ESD test,
when the ESD gun with a (a) 3000 V, and (b) -3000 V, ESD voltage hits the table.

Fig. 17. The corresponding Vpp-to-Vss voltage waveforms on the microcontroller in the keyboard during the system-level ESD test,
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Fig. 18. The corresponding Vpp-to-Vss voltage waveforms on the microcontroller in the keyboard during the system-level ESD test,
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Fig. 19. The dependence of (a) the positive, and (b) the negative, largest voltage peak in the Vpp-to-Vss voltage waveforms on the ESD
zap voltage during the system-level ESD tests by the contact-discharge method.
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Fig. 20. (a) The on-chip decoupling NMOS capacitor. (b) Layout of the decoupling NMOS for placing at the corners of the chip

layout of the 8-bits microcontroller IC.

The circuit diagram of the on-chip ESD sensor is
shown in Fig. 21, where two latch logic gates are used as
the ESD sensors to detect the system-level electrical
transient. The NMOS in the inverters of the sensor_1 in
Fig. 21 is designed with a larger W /L ratio than that of
the PMOS to make the latch easily locking at logic 0. On
the contrary, the PMOS in the inverters of the sensor_2
in Fig. 21 is designed with a larger W /L ratio than that
of the NMOS to make the latch easily locking at logic 1.
To enhance the sensitivity of the on-chip ESD sensor to
electrical transient, some coupling capacitors can be

added between the latch nodes and the Vpp or Vg
power lines. By using such a simple design, the on-chip
sensor can really detect the system-level electrical tran-
sient in the microcontroller.

The HSPICE simulated results are shown in Figs. 22
and 23. In Fig. 22, the Vpp voltage is originally kept at 5
V with a relatively stable Vsg of 0 V, but some under-
shooting glitches from the system-level electrical tran-
sient are coupled to the Vpp. The first (second) glitch on
the Vpp voltage waveform in Fig. 22 has a rise time/fall
time of 1 ns (10 ns) and an undershooting voltage level
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Reset_N

i Sensor_2

Fig. 21. The sensor circuit used to detect the electrical transient
on the Vpp and Vss power lines in the microcontroller during
the system-level ESD tests. Multiple sensors are randomly
placed into the chip layout of the microcontroller IC.

of 0 V, whereas the sensor output Q still maintains at
logic 0. The third (fourth) glitch on the Vpp voltage
waveform in Fig. 22 has a rise time/fall time of 1 ns (10
ns) and an undershooting voltage level of —1.2 V,
whereas the sensor output Q changes its state from the
logic 0 to logic 1.

In Fig. 23, the Vss voltage is originally kept at 0 V
with a relatively stable Vpp of 5 V, but some over-
shooting glitches from the system-level electrical tran-
sient are coupled to the Vss. The first (second) glitch on
the Vs voltage waveform in Fig. 23 has a rise time/fall
time of 1 ns (10 ns) and an overshooting voltage level of
5V, whereas the sensor output Q still maintains at logic
0 after the Vs overshooting transition. The third
(fourth) glitch on the Vss voltage waveform in Fig. 23
has a rise time/fall time of 1 ns (10 ns) and an over-
shooting voltage level of is 6.2 V, whereas the sensor
output Q changes its state from the logic 0 to logic 1.
The voltage detection level of the ESD sensor on the

undershooting or overshooting transient peaks can be
adjusted by changing the device /¥ /L ratios in the latch
logic gates or the coupling capacitors between the latch
nodes and the Vpp/Vss power lines. The HSPICE sim-
ulation can be used to fine tune the device sizes in the
sensors to detect different overshooting or undershoot-
ing voltage levels in the microcontroller coupled from
the system-level electrical transient.

5. Firmware design with the ESD flag

With multiple on-chip ESD sensors included into the
microcontroller at different layout locations, the outputs
from the multiple ESD sensors are collected together by
an OR gate and then stored in an ESD flag which is
formed by a typical D-type flip flop. With the additional
ESD flag, the detection results from the on-chip ESD
sensors can be temporarily stored for firmware check.
When the state of Q =1 happens in one of the ESD
sensors, it will simultaneously re-start the hardware reset
and recover procedures in the microcontroller to avoid
the keyboard upset or operating errors.

The firmware design with the additional ESD flag is
illustrated in Fig. 24. As shown in the flowchart, the
microcontroller is first started by the hardware reset
through the power-on reset circuit when the keyboard in
the PC system is powered on. The states in the ESD
sensors and the ESD flag are initially cleared to logic 0
by the power-on reset. The reset procedure is executed
through the normal firmware reset procedure when the
ESD flag has a state of logic 0. Then, the keyboard
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Fig. 22. HSPICE simulated results on the output Q of the sensor circuit to be changed state to logic 1 when undershooting voltage

glitches on Vpp drop to —1.2 V, whereas the Vsg is biased at 0 V.
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Fig. 23. HSPICE simulated results to show the output Q of the sensor circuit to be changed state to logic 1 when the overshooting
voltage glitches on the Vs rise up to 6.2 V, whereas the Vpp is biased at 5 V.
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Fig. 24. The firmware flowchart to reset or recover the microcontroller if the ESD sensor detects the electrical transient in the key-

board during the system-level ESD stress.

enters the normal operating condition to work with the
PC system.

But, when a system-level ESD event occurs to the
keyboard, the multiple ESD sensors in the microcon-
troller IC in the keyboard can detect the fast electrical
transient to change the output states to O = 1. When the
state of O = 1 occurs, the ESD flag is re-stored at logic
1, as well as the hardware reset procedure is re-started
again. The reset procedure is executed again with the
firmware to check the logic state in the ESD flag. At this
time, the state stored in the ESD flag is logic 1, therefore
the firmware executes the recover procedure to recover
all the keyboard functions to a known and stable state as
soon as possible. The keyboard can be recovered within
only few milli-second to get a nearly real-time response
for a person to key-in data into the PC. After the reset

and recover procedures, the states in the ESD sensors
and the ESD flag are re-set to logic 0 again for detecting
the next ESD events. The firmware stored in the ROM
of the 8-bits microcontroller must be modified with this
additional function to implement such reset and recover
procedures.

6. Experimental results

The whole-chip layout of the 8-bits microcontroller
IC with multiple ESD sensors and an ESD flag is shown
in Fig. 25. The die size of this microcontroller is only
about 1800 x 1800 um?, which is fabricated in a 0.45-
um CMOS process with three metal layers. The picture
of the keyboard circuit board included this 8-bits
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Logic Gates with
multiple ESD sensors
and an ESD Flag

Fig. 25. The layout of the 8-bits microcontroller. The multiple ESD sensors to detect the system-level electrical transient are randomly
placed in the chip with the logic blocks synthesized by the standard cells.

CAS7157034
8670451

Fig. 26. The picture of the keyboard circuit board with a 8-bits
microcontroller, where only three capacitors and one resistor
are included on the board. Without adding any magnetic core,
ferrite bead, or low-pass circuit, this keyboard can sustain the
system-level ESD stresses with a zapping voltage of greater than
8 kV (15 kV) in the contact-discharge (air-discharge) testing
method.

microcontroller shown in Fig. 26, where no extra dis-
crete components such as the magnetic core, ferrite bead,
or low-pass RC filter are added on the circuit board. On
the circuit board shown in Fig. 26, there are three ca-
pacitors and one resistor. The resistor is used to adjust
the on-chip oscillator frequency for different keyboard
applications. One capacitor is used with the on-chip

power-on reset circuit to initiate the power-on reset
function in the microcontroller. The other two capacitors
of 10 and 0.01 pF are generally placed across Vpp and
Vss of a circuit board to provide a stable power supply
for the microcontroller in normal system operations.

By only using the proposed hardware and firmware
co-design solution in the microcontroller IC, the system-
level ESD susceptibility of the keyboard products with
this 8-bits microcontroller has been improved from the
original +2 kV (+4 kV) to become greater than +8 kV
(£15 kV) in the contact-discharge (air-discharge) ESD
test method, in spite of the ESD zapping location being
on the table or at the PC case.

Moreover, this design has been also applied to
overcome the upset issue in keyboards due to the elec-
trical fast transient (EFT) test [18]. The keyboard with
this 8-bits microcontroller can pass the EFT test with a
voltage peak of +£2 kV and a repetition rate of 5 kHz on
the AC power supply port.

7. Conclusion

A hardware and firmware co-design solution on an 8-
bits microcontroller has been successfully developed to
solve the system-level ESD issue in the keyboard prod-
ucts. The fast transient voltage waveforms on the Vpp
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and Vs pins of the microcontroller in the keyboard have
been practically measured during the ESD zapping. The
on-chip ESD sensors are therefore designed to detect the
electrical transient from the system-level ESD zapping,
and the additional ESD flag is included into the micro-
controller for firmware check to recover the keyboard
after the ESD zapping. Without adding any additional
discrete component on the keyboard circuit board, the
system-level ESD susceptibility of the keyboard has been
successfully improved from the original +2 kV (£+4 kV)
to become greater than +8 kV (£15 kV) in the contact-
discharge (air-discharge) ESD zapping. This microcon-
troller is now in the mass-production phase and widely
used by the keyboard manufactories.

References

[1] Embedded microcontrollers and processors. vol. 1, Intel
Corp., 1993.

[2] Amerasekera A, Duvvury C. ESD in silicon integrated
circuits. New York: Wiley; 1995.

[3] EOS/ESD standard for ESD sensitivity testing. Human
body model-component level. S 5.1, NY: EOS/ESD
Association; 1993.

[4] EOS/ESD standard for ESD sensitivity testing. Machine
model-component level. S 5.2, NY: EOS/ESD Association;
1993.

[5] EOS/ESD standard for ESD sensitivity testing. Charged
device model component testing. DS 5.3, NY: EOS/ESD
Association; 1993.

[6] Ott HW. Noise reduction techniques in electronic systems.
2nd ed. New York: Wiley; 1988.

[71 Rhoades WT. ESD stress on IC’s in equipment. Proc EOS/
ESD Symp. 1990. p. 82-91.

[8] Maas JS, Skjeie DA. Testing electronic products for
susceptibility to electrostatic discharge. Proc EOS/ESD
Symp. 1990. p. 92-6.

[9] Morin G, Bouchard S. ESD - a problem beyond the
discrete component. Proc EOS/ESD Symp. 1992. p. 39-46.

[10] IEC 801-2. Electromagnetic compatibility for industrial-
process measurement and control equipment. Part 2:
electrostatic discharge requirements. 2nd ed. 1991.

[11] Ker M-D, Wu C-Y, Chang H-H, Wu T-S. Whole-chip
ESD protection scheme for CMOS mixed-mode IC’s in
deep-submicron CMOS technology. Proc IEEE Custom
Integrated Circuits Conf. 1997. p. 31-4.

[12] Ker M-D. Whole-chip ESD protection design with efficient
Vbp-to-Vss ESD clamp circuits for submicron CMOS
VLSI. IEEE Trans Electron Dev 1999;46(1):173-83.

[13] Ker M-D. Area-efficient Vpp-to-Vss ESD clamp circuit by
using substrate-triggering field-oxide device (STFOD) for
whole-chip ESD protection. Proc Intl Symp VLSI Tech Sys
Appl. 1997. p. 69-73.

[14] Ker M-D. Area-efficient Vpp-to-Vss ESD protection
circuit. US patent no. 5,744,842, April 1998.

[15] Maene N, Vandenbroeck J, Bempt L. Failure analysis of
CDM failures in mixed analog/digital circuit. Proc EOS/
ESD Symp. 1994. p. 307-14.

[16] Fukuda Y, Kato K, Umemura E. ESD and latch up
phenomena on advanced technology LSI. Proc EOS/ESD
Symp. 1996. p. 76-84.

[17] Larsson PS. Parasitic resistance in an MOS transistor used
as on-chip decoupling capacitance. IEEE J Solid-State
Circuits 1997;32(4):574-6.

[18] IEC 1000-4-4, Electromagnetic compatibility (EMC), Part
4: testing and measurement techniques — Section 4:
electrical fast transient/burst immunity test. 1st ed. 1995.

[19] Ker M-D, Sung Y-Y. Hardware/firmware co-design in an
8-bits microcontroller to solve the system-level ESD issue
on keyboard. Proc EOS/ESD Symp. 1999. p. 352-60.

[20] Sung Y-Y, Ker M-D. Reset circuit with transient detection
function. US patent no. 5,999,392, December 1999.



